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Report Overview 

For many organizations, IT security operations are characterized by reactive, 

“best efforts” postures. However, the increasing frequency, scope, and stakes 

of major cyberattacks mean that a wider array of organizations are now more 

likely to suffer a major breach event. At the same time, standards and 

regulatory frameworks, such as the European Union’s General Data Protection 

Regulation (GDPR), have increased emphasis on risk-based security practices, 

while raising penalties for non-compliance. These factors have effectively 

worked to bring security into the corporate mainstream, requiring proactive, 

programmatic approaches.  

Accomplishing this change requires organizations to find ways to understand 

and act on multiple large and dynamic fields of information related to IT 

vulnerabilities, cyber-threats, and their own IT asset inventories. Security 

orchestration, analytics, and remediation (SOAR) solutions are intended to 

support these efforts by providing a unified platform combining threat, 

vulnerability, and operations management with risk scoring and analytics 

capabilities.  

Because the benefits associated with security investments are realized in terms 

of events that never happen, it can be difficult to clearly identify the potential 

value contribution of these solutions. For this reason, this report draws on 

analysis of emerging industry dynamics and case analysis of one 

organization’s investment in a RiskVision SOAR platform (recently acquired 

by Resolver) to significantly improve automation, ensure regulatory 

compliance, and ultimately reduce the probability of a major breach. This 

report also offers organizations a quantifiable model for calculating the 

potential return on investment (ROI) of these SOAR platforms.  

The Costs of Breach and Non-compliance 

It is not difficult to find reasons for businesses’ increased focus on security 

investments. The summer of 2017 alone has seen multiple high-profile attacks,  

AT A GLANCE 

Regulatory and business pressures are 

driving a transition to programmatic, 

risk-based security strategies. The data 

discovery, analysis, and prioritization 

challenges associated with this transition 

have prompted a new generation of 

SOAR platforms, which combine core 

analytics and threat, vulnerability, and 

operational management capabilities.  

This report explores the underlying 

business dynamics and user case data to 

provide an ROI analysis of SOAR to 

support investment investigations. 

Key Features of SOAR  

 Threat & Exploit Feeds 

 Vulnerability Scanner data 

 Business Risk Categorization & 

Scoring 

 Asset Inventory Management 

 Remediation Management 

 Analytics, Trending & Reporting 

SOAR ROI Analysis 

The value of SOAR platforms is evident 

in two areas: operational impact and IT 

breach avoidance. Operational impact 

provides a tangible measure of 

operational cycle time reduction, 

financially quantifiable in full-time 

equivalents (FTEs). Case analysis of the 

operational impact of a Resolver’s 

RiskVision SOAR platform by an 

organization with an inventory of 50,000 

assets demonstrates: 

 Annual Savings: $492,422  

 Time to Payback: 9.1 months 

 ROI (One-year): 31.5% 

 ROI (Five-year): 181.7% 

https://www.riskvisioninc.com/
http://www.resolver.com/
http://www.resolver.com/
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such as WannaCry and Petya, where attacks have seen increasingly widespread distribution across a vast array of 

geographies and organization types.  

At the same time, looming changes in legal and regulatory frameworks are explicitly designed to incentivize risk-

based approaches to security and dramatically increase the penalty for non-compliance. One of the more 

notorious of these examples, the European Union’s General Data Protection Regulation (GDPR), requires the 

adoption of “appropriate technical and organisational measures" with a focus on programmatic identification and 

response to emerging risks, with maximum penalties for non-compliance of €20 million or 4% of global annual 

revenues.  

The costs associated with breach and non-compliance provide a starting point for understanding how to 

approach investments in security strategy. A breach event generally results in a compound set of direct and 

indirect costs that result both directly from the actions of the attacker and legal liability, as well as from attendant 

activities that are required in the remediation process.  

Blue Hill identifies five categories of costs that generally accrue in connection with a breach:  

(1) Direct Harm – is the direct cost resulting from the breaching activity, such as ransom payments or similar 

costs. While potentially the smallest portion of the total harm, they are still significant.  

(2) Investigation / Remediation – refers to costs associated with the efforts required to notify customers of 

the event as well as investigate and respond to the root cause of the incident. This can include internal 

labor costs as well as external engagements with auditors and consultants.        

(3) Legal / Regulatory Exposure – includes private litigation and public actions intended to recover the harm 

suffered by the victims of the breach. Costs associated with these actions include not just the ultimate 

legal penalty or settlement, but also the legal fees and investigation costs associated.  

(4) Business Interruption – relates to lost business cycles due to interference imposed by an attack. Examples 

typically include freezes on business activity that result from ransomware attacks or deletions of 

corporate data.  

(5) Customer / Market Loss – significant breach events are often accompanied by an erosion in the perceived 

trustworthiness of a business. This can results in lost opportunities, erosion in the customer base, lost 

brand equity or competitive differentiation, and degraded shareholder value.  

Table 1 identifies examples of these various costs types resulting from breach events associated with major 

industries. Many of these examples represent outlier scenarios involving major breach events with a large victim 

impact. As such, they are not necessarily effective indicators of the potential scope of harm an organization 

should expect. Published surveys of breach costs, such as those provided by the Ponemon Institute offer an 

aggregated estimate. Ponemon’s 2017 Cost of Data Breach Study estimates the average total cost of a breach to be 

$3.62 million, including a combination of direct, indirect, and remediation costs. This $3.62 million figure thus 

represents a likely average exposure, while the examples above suggest the outside potential for harm.   

http://www.businesstoday.in/magazine/technology/wannacry-ransomwarecomputershackersattackransomwarebitcoinscryptocurrencyvirtual-currencymonero/story/258734.html
https://www.wired.com/story/petya-ransomware-outbreak-eternal-blue/
https://www.ponemon.org/
https://www.ibm.com/security/data-breach/
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Table 1: Examples of Costs Resulting from Major Breach Events by Sector   

Industry Organization Impact 

Automotive Honda  
 Business Interruption: 1,000 vehicles of production capacity lost in 

2017 Ransomware attack on a plant in Japan 

Retail & 
Hospitality 

Target 
 Legal / Regulatory Exposure: $18.5M paid in multi-state 

enforcement action related to a 2013 breach 
 Customer / Market Value: 46% reduction in profits for Q4 2014 

The Home Depot 
 Legal / Regulatory Exposure: $179M paid in a series of settlements 

to credit card agencies, banks, and consumers resulting from a 2014 
breach 

Healthcare 
Children’s Medical 
Center 

 Legal / Regulatory Exposure: $3.2M HIPAA fine resulting from 2009 
and 2013 equipment exposures  

Government 
United States Federal 
Internal Revenue 
Service 

 Direct Costs: personal information of 100,000 taxpayers exposed 
and $50M in fraudulent refunds released in 2015 breach 

Energy & 
Utilities 

Prykarpattyaoblenergo 
(Ukraine Utilities 
Supplier) 

 Business Interruption: 2015 cyber-attack left 230,000+ customers 
without electricity for up to six hours 

Media & 
Entertainment 

Yahoo 
 Customer / Market Value: $350M reduction in acquisition price in 

sale to Verizon resulting from 2013 and 2014 breaches 

Source: Blue Hill Research, November 2017 

At the same time, organizations must be cognizant of increasing efforts by regulatory and standards 

organizations to develop mechanisms to incentivize the adoption of risk-based security strategies. Organizations 

in industries that deal with highly sensitive customer data or public infrastructure, such as healthcare, financial 

services, retail, or utilities, have long dealt with this sort of regulation. However, changes in scope and emphasis, 

as well as the emergence of new frameworks, such as the GDPR, have broadened the landscape of organizations 

that must accommodate these requirements and increased the stakes for those organizations. 

Table 2 summarizes some of the major examples of these regulatory frameworks across high data risk industries. 

These frameworks share several common requirements, particularly in sets of technical, administrative, and 

physical controls. More noteworthy is the common emphasis on a risk-based approach to implementation of 

these controls over check-the-box approaches to compliance. As with the Ponemon breach estimate, the penalties 

identified here provide a framework for understanding the potential costs of violation.  

 

http://www.esecurityplanet.com/network-security/honda-plant-shut-down-by-ransomware-attack.html
http://www.esecurityplanet.com/network-security/honda-plant-shut-down-by-ransomware-attack.html
https://www.reuters.com/article/us-target-cyber-settlement/target-in-18-5-million-multi-state-settlement-over-data-breach-idUSKBN18J2GH
https://www.reuters.com/article/us-target-cyber-settlement/target-in-18-5-million-multi-state-settlement-over-data-breach-idUSKBN18J2GH
https://www.forbes.com/sites/maggiemcgrath/2014/02/26/target-profit-falls-46-on-credit-card-breach-and-says-the-hits-could-keep-on-coming/#3b0fb1347326
http://fortune.com/2017/03/09/home-depot-data-breach-banks/
http://fortune.com/2017/03/09/home-depot-data-breach-banks/
http://fortune.com/2017/03/09/home-depot-data-breach-banks/
http://www.esecurityplanet.com/network-security/childrens-medical-center-of-dallas-pays-3.2-million-fine-for-hipaa-violations.html
http://www.esecurityplanet.com/network-security/childrens-medical-center-of-dallas-pays-3.2-million-fine-for-hipaa-violations.html
https://www.forbes.com/sites/kellyphillipserb/2015/05/26/irs-says-identity-thieves-accessed-tax-transcripts-for-more-than-100000-taxpayers/#1bf887c86220
https://www.forbes.com/sites/kellyphillipserb/2015/05/26/irs-says-identity-thieves-accessed-tax-transcripts-for-more-than-100000-taxpayers/#1bf887c86220
https://www.wired.com/2016/03/inside-cunning-unprecedented-hack-ukraines-power-grid/
https://www.wired.com/2016/03/inside-cunning-unprecedented-hack-ukraines-power-grid/
https://www.networkworld.com/article/3172402/security/we-finally-know-how-much-a-data-breach-can-cost.html
https://www.networkworld.com/article/3172402/security/we-finally-know-how-much-a-data-breach-can-cost.html
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Table 2: Common Regulatory Frameworks Impacting Security Orchestration   

 Framework Impact Maximum Penalties 

All Industries 
General Data Protection 

Regulation (GDPR) 

Requires implementation of privacy settings and 

technical and procedural measures that ensure a 

minimum standard of data protection 

 Greater of €20,000,000 or 4% of 

annual worldwide revenue 

 

Financial 

Services 

Gramm-Leach-Bliley Act 

(GLBA) Safeguards Rule  

Requires adoption of administrative, technical, 

and physical safeguards to address reasonably 

foreseeable risks to customer data security, 

confidentiality based organizational size, 

complexity, activities, and data sensitivity 

 $100,000 per violation 

 Individual fines of $10,000 for 

directors / officers 

Healthcare 
Health Insurance Portability & 

Accountability Act (HIPAA) 

Requires adoption of administrative, physical, 

and technical safeguards to prevent the exposure 

of protected health information (PHI) of 

customers 

 $50,000 per violation 

 Annual maximum of $1.5M  

Retail & 

Hospitality 

Payment Card Industry Data 

Security Standard (PCI DSS) 

Industry standard requiring adoption of controls 

intended to prevent exposure of customer 

personally identifiable information (PII) and 

credit card data  

 Varies by Issuer. MasterCard: 

 Level 1&2 Merchants (1M to 6M 

transactions per year): $25,000 - 

$200,000 per violation 

 Level 3 Merchants (20,000 to 1M 

transactions per year): $10,000 to 

$80,000 per violation 

Energy & 

Utilities 

North American Electric 

Reliability Corporation 

(NERC) Critical Infrastructure 

Protection (CIP) - Reliability 

Standards 

Establishes a minimum level of organizational, 

operational, and procedural controls that must be 

implemented to mitigate risk to cyber systems 

supporting the reliability of power system 

operation  

 $1,000,000 per day per violation 

maximum 

Source: Blue Hill Research, November 2017 

Understanding the Growing Complexity of Cyber Threats 

It is one thing to say that an organization must adopt a risk-based approach to security that includes continuous 

compliance controls and a closed loop management of threats and vulnerabilities. It is quite another thing to do it. 

The current IT environment is becoming increasingly complex, both in terms of the organization’s internal IT and 

outsourced Cloud footprint and in terms of the threats looming overhead.  

Blue Hill identifies two major sets of factors that impact an organization’s ability to effectively do so. The first set 

relates to the growing frequency, reach, and sophistication of threats and their risk to each organizational unit. 

The second set are operational complexities that make it difficult for an organization to know what vulnerabilities 

are exploitable, how they map to its asset criticality footprint, and what other factors achieve cyber hygiene.    

Table 3 summarizes both sets. The external factors relate to increasing frequency of attacks, an expanding set of 

actors (including insiders, cybercriminal groups, and state actors) responsible, and the increased sophistication of 

the attacks themselves. These factors contribute to the increased likelihood that an organization, particularly 

midsize organizations that have not necesarily been targets in the past, will encounter a breach event.  

https://www.mastercard.us/en-us/about-mastercard/what-we-do/rules.html
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At the same time, increased frequency and complexity of threats increase the operational effort and difficulty 

involved in security responses, particularly with the limited resources that organizations have to devote to 

security. The expansion and increased heterogeneity of the organization’s IT inventory contribute to the 

operational challenge. The speed and volume at which new vulnerabilities are published further contributes 

information discovery issues as well as inserting uncertainty regarding the prioritization of mitigation efforts.  

Table 3: Factors Driving Focus on Proactive Security Orchestration   

 Factors Business Impact 

External 

Threats 

 Frequency of attacks 

 Diversity of sources of threats 

 Increasing sophistication of attacks 

 Increased likelihood of occurrence of breach  

 Increasing labor and expertise required to mitigate risk 

Internal 

Complexity 

 Scope / heterogeneity in asset portfolio 

 Rate of change in vulnerabilities 

 Lack of visibility into associations between asset and 

vulnerability 

 Lack of clarity regarding vulnerability risk priorities  

 Difficulty of developing insight and effective security 

management strategies 

 Lingering risk / exposure to business 

Source: Blue Hill Research, November 2017 

Combined with the complexity of IT environments, this challenge makes it difficult to understand how 

vulnerabilities are distributed across the organization’s asset footprint. Risk is not proportionately allocated 

across the field of potential vulnerabilities. At the same time, the sheer scope of the remediation need can obscure 

the relative importance of any given vulnerability. It is for this reason that Verizon’s 2016 Data Breach 

Investigations Report found that the top ten known vulnerabilities account for 85% of successful breaches, despite 

the public availability of patches addressing the vulnerability. Without insight into the potential risk to drive 

mitigation activities, limited resources can cause organizations to focus on ‘low hanging fruit’ in the form of the 

easiest fixes to implement.    

The Opportunity Presented by SOAR Platform Investments  

The successful management of IT security operations requires not just comprehensive insight into the 

organization's asset portfolio and the evolving field of vulnerabilities and threats, but also the means to effectively 

prioritize activities by enterprise and customer risk. Accomplishing this involves an array of challenges related to 

monitoring the security landscape, maintaining continuous oversight over the distribution of vulnerabilities over 

the asset portfolio, and coordination of often limited security operations resources.  

The emergence of SOAR platforms mirrors this shift towards programmatic and multi-dimensional insight by 

combining several sets of established IT security management technologies within a single platform. Where 

solutions sets like threat management, vulnerability management, risk analytics and security operations all 

represent established software categories, they have largely evolved as point, best-of-breed offerings. SOAR 

consolidates these capabilities within an integrated platform, creating opportunities to centralize, coordinate, and 

execute core security tasks as a comprehensive security operation.  

http://www.verizonenterprise.com/verizon-insights-lab/dbir/2017/
http://www.verizonenterprise.com/resources/reports/rp_DBIR_2016_Report_en_xg.pdf
http://www.verizonenterprise.com/resources/reports/rp_DBIR_2016_Report_en_xg.pdf
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Core functionality characteristics of a SOAR platform include:  

 Threat Intelligence, Exploitability, & Patch Feeds: collect information about emerging threat trends, 

vulnerability exploits, and patch releases within a centralized source of knowledge  

 Vulnerability Scanning: surveys the asset inventory by application, database and devices, to identify the 

present vulnerabilities, often from multiple scanner vendors  

 Asset Inventory Management: tracks criticality and technologies data about assets for a risk-based 

approach, and maps vulnerability and threat data against assets 

 Business Risk Categorization & Scoring: creates risk prioritization associated with threats and 

vulnerabilities based on factors such as potential likelihood of an event, and potential impact and severity 

to any entity – such as a business unit, a geographical location, a person or group and the like 

Remediation Management: provides rules-based, automated workflow and ticket management to 

coordinate remediation activities, including independent verification 

 Analytics, Trending, & Reporting: automates multi-factor analysis of security risks and key performance 

indicators (KPIs) and generates standard reports  

The data management and analytics capabilities listed above provide organizations with real-time information, 

contextualized by multiple factors needed to prioritize security operations for optimal utilization based on 

enterprise risk. Workflow, process management, and automated reporting capabilities are intended to reduce 

administrative and coordination activities while ensuring that remediation activities are focused on the highest 

value activities. The consolidation of these tools into a single platform improves an organization’s ability to cross-

reference and contextualize data, as well as offering potential vendor rationalization opportunities. The ultimate 

business opportunity presented across these features is tied to two primary areas: (1) the reduction in enterprise 

risk related to compliance and breach events; and (2) operational efficiency and effectiveness.  

Blue Hill Analysis: Estimating the ROI of SOAR Platform Investment 

Blue Hill identifies two primary sources of value related to investments in SOAR platforms: operational impact 

and IT breach avoidance. While often a key driver of security investment, breach avoidance presents challenges in 

estimating ROI due to the difficulty of drawing a clear causal relationship between the technology investment 

and the occurrence (or non-occurrence) of a breach, free of intervening factors. By contrast, the operational impact 

provides a tangible measure of value based on operational cycle time reductions related to core security 

operations tasks. Further, the operational measure is easily financially quantifiable in full-time equivalents (FTEs).  

For this reason, Blue Hill models SOAR platform return on investment (ROI) as a two-step analysis with 

operational impact providing a critical, measurable basis for value, while breach avoidance offers a non-essential 

estimate of additional value associated with SOAR. Blue Hill recommends the use of the operational impact 

analysis as the primary basis for investigations related to business justification of investment and the breach-

based analysis to provide a directional indication of the additional upside associated with the investment.  
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The following sections present both models based on the case analysis of the experiences of organization with an 

IT inventory of approximately 50,000 in a recent implementation of the Resolver RiskVision SOAR platform. 

Additional estimates regarding potential value derived from breach or regulatory exposure are extracted from 

publically available surveys as well as published regulatory standards. 

About the Research Participant 

The organization possesses an IT inventory of approximately 50,000 assets. Eighteen percent (18%) of these assets 

(approximately 9,000) represent “high risk” assets. Across this footprint, the organization estimates that it 

possesses approximately one million vulnerability instances.  

To combat these vulnerabilities, the organization employs a security team consisting of 20 full-time employees, 

divided across various functions. The team includes two security managers, twelve security analysts, and six IT 

remediation personnel. Average all-in costs (salary, benefits, and other overhead) per head for these roles are as 

follows: security manager ($195,200), security analysts ($152,500), and IT remediation ($122,000), for a total annual 

employee payroll cost of over $2.9 million. Core tasks performed by these teams include creating trend reports, 

assessing high risk vulnerabilities, mitigating high risk vulnerabilities, and triaging monthly cyber events. 

Impact on Operational Efficiency 

Prior to its investment in the Resolver RiskVision SOAR platform, the organization dedicated an estimated total 

of 1,240 hours to these tasks per month across all members of its team, with the majority of the activity required in 

risk assessment and event triage. Following its implementation, the organization reports that these same activities 

required an estimated monthly total of 663 hours per month across the same team, a total cycle time reduction of 

46.5%. This results in a time savings of 6,924 hours annually. Notably, the two areas that see the greatest deltas 

are trend reporting and high-risk vulnerability analysis, aligning to the core capabilities of SOAR.  

Table 4 summarizes how operational efficiency was impacted across each of the core task sets.     

Table 4: Impact of SOAR Platform – Labor Reduction by Task 

Task 
Responsible 

Role 

Hours Per Month  
(Per Stakeholder) 

Hours Per Month  
(Total) Total Timed Saved 

Pre- 
Investment 

Post- 
Investment 

Pre- 
Investment 

Post- 
Investment 

Monthly Annually 

Create Trend Reports Security Manager 20.0 4.0 40.0 8.0 32.0 384.0 

Assess High Risk Vulnerability  Security Analyst 5.1 2.5 480.0 234.4 245.6 2,947.5 

Mitigate High Risk Vulnerability IT Remediation 2.6 1.5 240.0 140.6 99.4 1,192.5 

Triage Monthly Cyber-Event All Stakeholders 24.0 14.0 480.0 280.0 200.0 2,400.0 

Total Time Reduction: 577 6,924 

Source: Blue Hill Research, November 2017 

http://www.resolver.com/
https://www.riskvisioninc.com/
http://www.resolver.com/
https://www.riskvisioninc.com/
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To understand the business value associated with these gains, we’ll consider the cost of labor associated with this 

time in full-time equivalents (FTEs). Based on the reported employee cost totals by role and an assumed 2,080 

working hours per year (40 hours per week), we can identify hourly FTE costs per role and determine the value of 

the time savings identified in Table 4. The total estimated value of this time reduction is $492,422 per year.  

Table 5 provides this analysis by role and by task. While this is a significant impact, it is important to recall that 

the organization does not necessarily realize this value as hard labor cost savings. Realizing this value directly 

would require headcount reductions. More often, the value of labor time savings are realized by the 

organization’s ability to increase its capacity to absorb increased work without adding new resources.     

Table 5: Impact of SOAR Platform – Labor Cost Savings by Role and Task 

 
Employee Cost Hours Saved Per 

Year 

Labor Savings (FTE) 

Annually Per Hour Monthly Annual 

Security Manager $195,200 $93.85 624 $4,880  $58,562  

Security Analyst $152,500 $73.32 4387.5 $26,808  $321,692  

IT Remediation $122,000 $58.65 1912.5 $9,347  $112,168  

 

Create Trend Reports (Seurity Manager) 384.0 $3,003 $36,038 

Assess High-Risk Vulnerability (Security Analyst) 2,947.5 $18,009  $216,111  

Mitigate High-Risk Vulnerability (IT Remediation) 1,192.5 $5,828  $69,940  

Triage Monthly Cyber Event (All) 2,400.0 $14,194  $170,332  

Total FTE Cost Reduction: $41,035  $492,422 

Source: Blue Hill Research, November 2017 

To understand the ROI presented by an annual FTE savings of $492,422, we need to understand the costs 

associated with the Resolver RiskVision investment. The organization purchased the solution under a 

subscription license model, which resulted in initial year subscription, services and other fees of $374,545. The 

organization also pays $124,900 a year in recurring subscription, services, and other fees. With these costs in 

mind, Tables 6 and 7 provide an estimated ROI on an initial year and projected five year basis.  

Table 6 shows the initial year ROI. In the initial year of the investment, the organization has only to reconcile the 

$374,545. With a net FTE savings of $492,422 by the end of the first 12 months of use, the organization realized a 

net value of $117,877. This creates a twelve month ROI of 31.5% having achieved payback within 9.1 months.  

 

 

http://www.resolver.com/
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Table 6: Year One ROI on SOAR Platform Investment 

Cost of 

Solution 

 Cost 

Initial Subscription and Services Fees (Year 1) ($374,545) 

Ongoing Subscription and Services Fees(Recurring - Annual) ($124,900) 

Investment 

Impact 

 Savings 

Combined FTE Cost Reduction (Recurring - Annual) $492,422 

Return: 

Year One 

 Impact 

Net Value Realized (Dollars) $117,877 

Time to Payback (Months) 9.1 

Twelve-month Return on Investment (ROI) 31.5% 

Source: Blue Hill Research, November 2017 

Table 7 shows the accruing five-year ROI. Because the labor savings provided by the investment will recur on an 

annual basis, the organization will see the ROI grow over subsequent years. The annual services fees mean that 

costs will accrue as well. On any given year, this means that the organization will see $367,522 in realized value 

and 294.3% in ROI for that year. Factoring the net increases in both categories over time, Blue Hill estimates a net 

realized value of $852,921 (136.6% ROI) after year three and over $1.5 million after year five (181.7% ROI).  

Moreover, without any analysis of potential breach avoidance or other issues, the organization thus demonstrates 

significant investment impact resulting from its SOAR investment.  

Table 7: Five Year ROI on SOAR Platform Investment 

 Year 1 Year 2 Year 3 Year 4 Year 5 

Investment Cost ($374,545) ($499,445) ($624,345) ($749,245) ($874,145) 

Investment Impact $492,422 $984,844 $1,477,266 $1,969,688 $2,462,110 

Net Value Realized $117,877 $485,399 $852,921 $1,220,443 $1,587,965 

Return on Investment 31.5% 97.2% 136.6% 162.9% 181.7% 

Source: Blue Hill Research, November 2017 

Estimated Impact on Breach Avoidance 

If the operational impact provides a concrete, tangible indication of a SOAR platform’s value, considering the 

potential costs of a breach or non-compliance event provides an outside, ‘best case’ indicator of the total impact of 

the solution. For this reason, it is worth considering how these factors affect the scope of the potential value 

presented and ROI of SOAR investment. 
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The Ponemon Institute estimates the average total cost of a breach as $3.62 million in its 2017 Cost of Data Breach 

Study. This figure is based on a combination of forensics, incident response, victim compensation, public 

communications, legal fees, consulting services, and lost business. This number provides a simple basis for 

estimating ROI. Compared to this figure, if the organization invests $374,545 in the software and avoids a breach 

that would have otherwise occurred, it will save approximately $3.2 million in potential losses, for an ROI of 

866%. Factoring in the operational benefits as well results in an ROI of 997.9%.   

Key Takeaways 

Under intensifying regulatory and business pressures, organizations that previously relied on tactical approaches 

to security must now develop programmatic, risk-based strategies. The likelihood and severity of organizational 

harm associated with the risk of breach have both increased and appear likely to continue to increase for the 

foreseeable future. The still-expanding role of information technology in the support of business operations and 

increased heterogeneity of the organization’s IT inventory further complicate organizations’ ability to respond by 

adding data discovery and operational prioritization challenges. 

SOAR platforms, which combine risk analytics and core threat, vulnerability, and operational management 

capabilities, represent a response to these challenges. Where many of these component technologies evolved in 

response to critical tasks in security operations, SOAR is intended to provide a level of consolidation and 

coordination across these efforts in a way that supports a more strategic, coordinated approach. Due to the level 

of operational impact associated with SOAR platforms, their value propositions possess tangible, measurable 

elements that are not always present in security investments. Based on its analysis of an investment in the 

Resolver RiskVision SOAR platform by an organization with an inventory of 50,000 IT assets, Blue Hill observes 

the following benefits resulting from cycle time reductions among its security operations team:  

• Annual Savings: $475,403  

• Time to Payback: 9.1 months 

• ROI (One-year): 31.5% 

• ROI (Five-year): 181.7% 

While these benefits are significant, they pale in comparison to potential costs associated with breach and non-

compliance risks that drive SOAR investment, but are difficult to trace on an individualized basis. For this reason, 

Blue Hill recommends that organizations use operational impact to guide their evaluations of these solutions, 

while recognizing where the ultimate organizational value lies.    

https://www.ponemon.org/
https://www.ibm.com/security/data-breach/
https://www.ibm.com/security/data-breach/
http://www.resolver.com/
https://www.riskvisioninc.com/

