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Overview 

The dramatic surge of security breaches, operational risks such as third-party management, and 
increased regulatory and compliance requirements has elevated enterprise risk management to the 
top of the agenda of boardrooms globally. This "new normal" for businesses has created significant 
new challenges for CEOs, line-of-business (LOB) owners, and security and IT teams alike as they 
look to implement a common, unified, and automated approach to enterprise risk management for all 
stakeholders. This has resulted in the need for a new category of risk intelligence platforms that 
provide the scale, use case versatility, automation, and analytics for today's threat-centric world.  
This Market Spotlight discusses the driving forces behind a major shift in how business risk is 
managed within the enterprise and the new platform requirements that have emerged. 

Implications for Businesses Operating in a Threat-Centric World 

Every organization is subject to and must accept a certain level of risk. The challenge facing business 

leaders today is how to best determine and most accurately assess organizational risk across an 

array of key dimensions in order to manage the right balance of risk tolerance that will maximize 

business performance while minimizing potential security breaches known to have catastrophic 

repercussions for an organization's brand or financial bottom line.  

Business leaders are struggling to stay abreast of the growing number of IT, security, and operational 

risks — such as vulnerability management and third party — and to keep pace with increasing 

regulatory and compliance requirements. Because it's challenging to get out of the minutia bogging 

down daily workflow, a real threat is posed to organizational performance and operational efficiency. 

It is no surprise, then, that an organization's ability to effectively automate and manage risk at the 

enterprise level has become a top concern among board members and executives across all types of 

companies around the world.  

Expansive supply chain ecosystems and regulatory mandates holding individuals accountable for 

noncompliance, as well as rising costs on cyberinsurance, have diminished the ability of 

organizations to transfer risk. Managers are dealing with a new set of complex, interrelated problems 

that can have extraordinarily high financial, legal, and reputational consequences. Business leaders 

are all too aware of the media coverage to which major retail, healthcare, and hospitality 

organizations have recently been exposed. 

The historically manual nature of managing risk in silos and reacting to threats without ever getting 

ahead of them has cost companies a great deal of time, money, reputational damage, and stress. 

Organizations need a modern approach to managing risk that is holistic, proactive, and inclusive. 
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Likewise, risk and IT managers have new requirements for their enterprise risk solutions. Modern risk 

intelligence solutions on the market today provide business managers with the ability to make better 

decisions based on real-time, objective risk and remediation information. 

New Approaches Required to Manage Enterprise Risk  

Business operations are at risk of being slow and inefficient as a result of manual processes and 

outdated views of enterprise risk. Currently, the large majority of efforts are being spent on data 

collection rather than value-driving activities around process automation and risk mitigation. This 

model — supported by traditional workflow applications — is no longer sustainable as the volume of 

data continues to proliferate, the regulatory landscape tightens, and the risk environment heightens.  

For organizations to move from playing a game of catch-up to truly implementing strategic initiatives 

focused on mitigating risk and enhancing operational performance, a major shift must take place 

inside the enterprise. Risk managers need tools to move away from what's still largely a manual 

process to a more streamlined approach, driven by a dynamic data model constantly feeding a 

central platform top-down and bottom-up views of comprehensive enterprise risk.  

Integrated risk solutions require an architecture designed to allow organizations to: 

 Scale with the business as it grows and evolves over time  

 Automate tedious workflow, thereby freeing up employees' time and resources to focus on  

value-adding activities and remediation efforts 

 Operationalize a full suite of operational and security-centric risk applications on a common 

system 

 Use analytics for real-time reporting, trending, and insights about the risk posture of the 

enterprise at any given time 

The Benefits of New Approaches to Risk Intelligence 

Risk intelligence applications have evolved to meet the new demands placed on enterprise 

management. Modern platforms now have the ability to integrate with existing systems, provide timely 

and actionable real-time analytics, and assist in the development of risk planning and remediation 

strategies that are automated, inclusive, accountable, and customizable.  

The benefits of implementing a modern risk intelligence platform are many, including: 

 Providing a holistic view of enterprise risk. Applications built on a common, scalable data model, 

with flexible connectors, provide the ability to integrate with existing systems, connect to partnering 

solutions, and aggregate all relevant data into a central platform. This "single pane of glass" provides 

management with a comprehensive view through which risk can be prioritized, monitored, and 

ameliorated via remediation.  

 Unifying the three lines of defense. Modern risk intelligence platforms offer a common platform 

for the management of security operations, business risk, IT remediation, and compliance.  

As a result, this approach unifies organizations' three lines of defense: operational functions,  

risk management and compliance, and internal audit and oversight. 

 Delivering significant automation. Today many risk processes are done manually (e.g., via the 

use of spreadsheets). For a relatively small investment in a modern risk intelligence platform, 

enterprises can experience significant return on investment (ROI) simply through organizational 

productivity improvements and hours saved via process, workflow, and reporting automation. 
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 Achieving greater security and lower total cost of ownership. Risk management assists an 

organization in assessing and demonstrating the degree of risk involving unsecured systems.  

It can further help prioritize mitigation efforts by establishing the cost of mitigation and  

required resources, thereby saving time and lowering overall costs through a more effective 

decision-making process. 

 Balancing "out of the box" operational readiness with flexibility for business-specific 

requirements. Highly finished risk applications with advanced configurability allow security and 

IT teams to easily tailor workflows that uniquely align with current business needs and processes, 

as well as grow and evolve over time without the need for reprogramming or forklift upgrades. 

 Increasing confidence in the state of compliance. Regulatory content based on a common 

taxonomy can be dynamically linked to an organization's specific requirements and controls. These 

capabilities can save time and overhead by enabling auditor compliance reviews at any given point 

in time. An "always on" process also saves staff operations and other stakeholders the valuable 

time and resources needed to work with risk and auditing teams by lessening the need to provide 

evidence multiple times and reducing the number of review and approval cycles. By having the 

tools to identify areas of noncompliance and immediately engage in remediation, executives can 

have greater confidence in their teams' ability to monitor and control risk. Additionally, managers 

can be confident in presenting an "always current" view of risk and compliance to executives, board 

members, and regulatory bodies. 

By leveraging risk intelligence applications that incorporate the same technology advancements that 

have caused such drastic changes in the enterprise (i.e., mobility, cloud-based architecture, and  

real-time analytics), business leaders can finally move from a reactive state of managing risk to a 

proactive strategy that provides greater accuracy and confidence. This approach can foster better 

decision making and potential cost savings through reduced workloads, increased automation and 

productivity, and better allocation of resources. 

Key Considerations 

Risk managers and other stakeholders can choose from multiple enterprise risk management 

solutions on the market. However, requirements vary from organization to organization, and not all 

risk solutions offer the same features and functionality required to address specific organizational 

needs. To reap the greatest amount of value from an enterprise risk platform, organizations should 

consider the following when evaluating products:  

 Enterprise risk strategy and corporate objectives. Prior to implementing any solution, board 

members, executives, and other key stakeholders need to determine the company's unique risk 

appetite and corporate strategy. The modern enterprise is faced with an increasingly integrated set of 

problems to solve; therefore, greater collaboration is required. Once the organization has agreed on 

specific objectives for a broader risk management program, then management can move on to the 

process of determining which vendors might provide the greatest value in meeting the organization's 

unique needs. This step may require working with multiple teams internally or with external advisors 

who are able to provide guidance on best practices or industry-specific benchmarks.  

 Audit of existing systems. In addition to understanding the current and future strategic risk 

objectives of the enterprise, the team should audit existing systems in place and/or under 

contract. Knowing what is already in place should not limit the enterprise in the vendor selection 

process but should provide some context when inquiring about vendor deployment and 

integration capabilities.  
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 Resource limitations — budget and staff skill level. Management should know and agree upon 

the budget prior to the vendor selection process. Funding for risk solutions may come from any 

number of departments — finance, legal, IT, or even line of business — so knowing where the 

funds are sourced is equally important to knowing the size of the budget allocated. Organizations 

also should be aware of the size of the staff being allocated and their level of expertise. Both factors 

will drive the requirements that are ultimately built into vendor selection criteria. 

Once these considerations are taken into account, business leaders should focus on choosing a solution 

that not only meets existing needs but also allows room for growth in order to meet expected demands. 

Table 1 provides some guidelines to follow when seeking out a modern risk intelligence engine. 

TABLE 1 

 

Source: IDC, 2017 
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Conclusion 

The global onslaught of security and operational risk, combined with the challenges of regulatory and 

standards compliance, underscores the need for the entire organization to recognize and properly 

manage risk. Failure to manage business risk can result in lost business opportunities, irreversible 

brand damage, governmental audits, and substantial regulatory fines and penalties.  

Key stakeholders (including audit, finance, legal, operations, and security) making up organizations' 

three lines of defense must understand and work within an organization's established risk posture.  

A well-designed and well-managed risk solution enables an efficient methodology to effectively 

identify, aggregate, prioritize, and manage myriad risks, whether legal, financial, or operational.  

It further enables a holistic view of risk that provides the necessary context for executives to make 

effective decisions based on selected criteria.  

The overall risk environment continues to evolve quickly and becomes even more complex as the 

volume of risk data sources continues to grow. Traditional stovepiped methods to solving enterprise 

risk management problems simply cannot keep up with the modern business environment.  

Risk management tools offer management the capability for gathering the right data for analyzing and 

managing risk. Moreover, adopting a more intelligent, scalable, and automated framework for 

effectively managing risk can reduce potential exposure and preserve competitive advantage. 
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