
 

 

 

 

 

 

 
Enterprise risk management (ERM) solutions help to 
mitigate risk. However, as this report will show, these 
solutions also support capabilities that increase 
performance and output.  
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Report Highlights 

 

Users of ERM solutions 
are 4.8 times as likely 
to track and 
benchmark sovereign 
risk, compared to 
those with no ERM.   
 
 

 

With integrated ERM 
solutions establishing 
workflows and 
processes to maintain 
compliance, ERM users 
are 3.2 times as likely to 
be able to assess and 
track audit risk 
exposure. 

 

Users of ERM solutions 
are 71% more likely to 
have a centralized 
repository of 
regulatory 
information.   
 
 

 

Users of ERM solutions 
are four times as likely 
to have training and 
tools provided to 
ensure Sarbanes Oxley 
SOX and AML 
compliance. 
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Organizations choosing not to take a systematic approach to 
mitigating risk do so at great peril to their own effectiveness. 
Enterprise risk management (ERM) provides comprehensive, 
process-focused, risk management throughout the entire 
organization. It is this comprehensive targeting of specific risk 
types that constitutes the primary value of ERM solutions. 
 
Proactive vs. Reactive  
 
Risk management is best conducted in a proactive manner. This is 
what separates it from regulatory compliance, for example, which 
tends to be more reactive in nature. While remaining in 
compliance with regulations is undeniably good, it does not 
necessarily mitigate risk at a micro or operational level before it 
transpires. What makes ERM solutions so valuable is their ability 
to systematically identify, quantify, and, most importantly, control 
risk. 
 
Risk management at the process level is critical. When risk 
management focuses solely on compliance and ensuring that 
systems or processes do not violate regulations, this does not 
maximize the effectiveness of top ERM solutions. To be truly 
effective, an ERM program must focus on minimizing process and 
operational risk across all business functions, not just avoiding 
regulatory violations or operating within the margins of 
compliance.   
 
ERM solutions improve organizational efficiency by identifying 
risks that can hinder critical processes, while also providing the 
controls to avert them. As a result, financial, operational and 
strategic risks may all be more effectively and proactively 
managed. 
  

ERM solutions improve 
organizational efficiency 
by identifying risks that 
can hinder critical 
processes, while also 
providing the controls to 
avert them.   
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Identifying Pressures and Priorities 

Before delving into the capabilities of top ERM solutions, let’s take 
a look at the challenges and pressures faced by those working to 
mitigate risk. The Aberdeen Group Excellence in Financial 
Management Survey (2016) captured these top pressures (see 
Figure 1).   

Thirty five percent of all respondents identified business 
continuity as the number one pressure (Figure 1) they face.  
Business continuity activities primarily involve IT network failures 
and/or hacks, as well as disaster recovery. The second most 
frequently named pressure was the need for efficient and 
effective compliance management (29%). ERM can address both 
as well as the remaining risk management pressures. 

Figure 1: Top Risk Management & Regulatory Pressures 

 

To Manage Risk, First Identify the Risk 

It might seem obvious that to proactively manage a risk, it must 
first be identified. However, in addition to identifying risk, 
organizations must also establish tolerance levels or a weighting 
system for specific types of risk. Without a weighting system or 
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established tolerance levels, there is no way to determine 
precisely when risk parameters have been breached or how 
urgent the need for mitigation might be.   

The ability to identify and benchmark risk is therefore critical to 
risk management. As Figure 2 shows, those with ERM solutions 
are significantly more likely to be able to track and benchmark risk 
types, compared to those with no ERM solutions. 

Figure 2: Tracking and Benchmarking Risk 
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Users of ERM solutions are 3.2x 
as likely to be able to assess and 
track audit risk exposure. They 
are also 4.8x as likely to track 
and benchmark sovereign risk, 
compared to those with no ERM. 

Users of GRC solutions are 4.1 
times as likely to asses and track 
audit-risk exposure, compared to 
those with no GRC. 

 

Tracking the various types of risk listed above is key to achieving 
risk management objectives. Unfortunately, as you can see, there 
are some risks types that are almost completely neglected when 
no ERM solution is employed. 

Sovereign risk, for example, is a very real concern for 
organizations that have vested interests in currency holdings or 
foreign equities tied to local currencies. Essentially, this risk 
involves foreign exchange (FX) regulations being adjusted by a 
(foreign) central bank, thereby significantly reducing the value of 
FX contracts. The risk here can also stem from a foreign nation 
defaulting on debt repayments or failing to honor sovereign debt 
payments.   

Enterprises with significant foreign currency holdings or foreign 
contracts are well advised to incorporate comprehensive solutions 
capable of mitigating such risk. Those with ERM solutions are 4.8 
times as likely to track and benchmark sovereign risk, compared to 
those with no ERM. 

Counterparty risk is the threat posed by a customer or party either 
defaulting or failing to meet contractual agreements. Premier ERM 
solutions address this by helping to manage the customer 
lifecycle. Such solutions may also provide relationship 
management (RM) functionality that helps identify risks around 
specific customers. To keep everyone supporting a particular 
client informed, such solutions also enable the sharing of 
collaborative notes across the enterprise.   

This relationship management functionality is not necessarily 
limited to external risk, such as a client having bad credit, but may 
also cover internal risk, such as when there are concerns around 
customer retention. In other words, ERM solutions help manage 
both internal and external counterparty risk. Users of ERM are 3.8 
times as likely to have such a capability, compared to those with 
no ERM. 
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Aberdeen Maturity Class is comprised of 
survey respondents. Classified by their self-
reported performance across several key 
metrics, each respondent falls into one of 
two categories: 
 
Leaders – Top 35% by aggregate 
performance score: 

• Decrease in cost of audits, including 
fines / penalties / corrective labor in 
the past 2 years – 54% 

• Operating margins – 27% 
• Estimated loss due to unmitigated 

risk (as % of annual revenue over 
the past two years) – 2%  
 

Followers – Bottom 65% by aggregate 
performance score: 

• Decrease in cost of audits, including 
fines / penalties / corrective labor in 
the past 2 years – 49% 

• Operating margins – 24%  
• Estimated loss due to unmitigated 

risk (as % of annual revenue over 
the past two years) – 4%  

 

Reputational risk represents threats to the good name, character, 
or brand perception of an organization. Such risks can arise on the 
part of the organization itself; indirectly due to the actions of an 
employee or employees; or through peripheral parties, such as 
joint venture partners or suppliers. Given the role that brand 
image and reputation can play in marketing, reputational risk can 
have serious downstream consequences. 

ERM solutions provide the ability to identify risks that may affect 
reputation but also support processes that minimize exposure to 
such risk. Users of ERM solutions are 2.2 times as likely to enjoy 
this capability. 

ERM Features to Help Improve Business Operations   

As previously stated, ERM solutions are valuable insofar as they 
help identify and mitigate risk. However, they also provide value 
through their ability to support risk-reducing safeguards and 
process enhancements. This added ability can ultimately result in 
improvements to an organization’s financial management 
practices as shown below (Figure 3). 

Figure 3: Process & Operational Risk Mitigation 
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Does your company have 
comprehensive process in place to 
ensure it isn’t putting itself at risk? 
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There are often multiple factors to weigh, when considering risk.  
Therefore, the ability to plug in variables and analyze multiple 
scenarios increases one’s ability to prepare and anticipate a wide 
variety of outcomes. As you can see above, users of ERM solutions 
are 37% more likely to be able to perform "what if" scenarios and 
change analysis. This is crucial to risk management because it 
supports flexibility and agility when modeling and analyzing risk.  

Corporate guidelines or policies are often implemented for both 
efficiency and to ensure regulatory compliance. Policies, however, 
are only as effective to the extent that they can be adhered to and 
enforced. ERM integration with other workflows increases 
visibility to these ends. Users of ERM solutions are 41% more likely 
to enjoy continuous process, policy, and compliance monitoring. 

Fraud is an obvious risk to be mitigated and premier ERM 
solutions provide effective frameworks for doing so. As it turns 
out, users of ERM solutions are twice as likely to have the ability 
to monitor and detect fraud. Similarly, reducing audit risk should 
be a primary focus of risk management programs. With integrated 
ERM solutions establishing workflows and processes in order to 
maintain compliance, users of ERM solutions are 3.2 times as 
likely to track and assess risk of audit. 

As mentioned above, risk management requires the establishment 
of thresholds for risk tolerance. When tolerance levels have been 
passed, or critical processes delayed, action must be taken to 
expedite resolution. It therefore comes as little surprise that those 
with ERM solutions are 3.2 times as likely to be able to 
automatically notify decision makers when scheduled activities fail 
to occur or when tolerance levels are breached. 

A Holistic Approach Is Critical 

Enterprise-wide systems and workflows can only function properly 
when supported by the corporate culture and there is buy-in 
across the board. The solutions must reinforce this holistic 
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approach. As you can see in Figure 4 (below), users of ERM 
solutions are, for example, 79% more likely to be able to support 
workflow approvals across multiple locations.  

Figure 4: Collaboration & Culture Across the Enterprise 

 

Enterprise-wide workflow accessibility and operations are more 
efficient when they reside on a single platform rather than in 
multiple or siloed systems. Using a single platform also ensures 
that all parties are operating with the same information and under 
the same guidelines. On this front, users of ERM solutions are 71% 
more likely to have centralized repository of regulatory 
information.  

Having a shared platform for regulatory information does not, by 
itself, translate into an understanding of, or adherence to, 
regulations. To strengthen efforts around regulatory compliance, 
you need training and support. Users of ERM solutions are four 
times as likely to provide the training and tools necessary to 
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ensure compliance with Sarbanes Oxley (SOX) and anti-money 
laundering statutes. 

Conclusion 

When it comes to effective risk management, the conclusion is 
clear: companies need an integrated enterprise risk management 
system. The value of top ERM solutions, however, transcends risk 
mitigation. The best solutions improve processes and operations 
in a way that not only reduces risk, but simultaneously improves 
performance.  

Top ERM solutions: 

 Identify external and internal risks 
 Quantify and rank or benchmark risks 
 Control risks systematically and appropriately 

 
If mitigating risk and increasing efficiency are priorities for your 
organization, adopting ERM solutions with these capabilities are 
strongly recommended. They will not only reduce risk; they will 
also improve organizational performance. 
 

 
 

For more information on this or other research topics, please visit www.aberdeen.com. 
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