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Our Speakers

Hannah Rossiter
Managing Director | Kroll | Dubai

Hannah leads the Financial Services Compliance and Regulation servicesin France. With over
25 yearso6 experience, Hannah has extensive financi al ser vi.cesH
expertise gained both in London and Paris. She has spent the past 20 years in France working

within or advising investment firms and asset managers.

Tiernan Connolly
Managing Director, Cyber Risk | Kroll | Ireland

Ti ernan Connol | vy, a managing director in Krollds Cyber Risk 'advisory pr
20 years of experience in financial services and consultancy. He specializes in cybersecurity,
regulations, threat intelligence, strategy, risk, and governance. At Kroll, he helps clients enhance

their cybersecurity programs to ensure regulatory compliance.

Pooja Azhalavan
Senior Manager, Product Marketing | Resolver | Toronto

Pooja leverages her diverse expertise to help customers and internal teams understand the
value of our Risk Intelligence platform. Closely works with cross-functional teams to enforce
customer needs across - Enterprise Risk, Compliance, Internal Audit, Third-Party Risk & more.




About Kroll|Resolver

A Aligned with our mission to transform Risk Management into Risk
Intelligence, Resolver was acquired by Kroll in 2022, proving to be strategic
and symbiotic for both organizations!

A Kroll brings research insights, best-in-class consultancy services,
and industry best practices, to further enhance Resolver'sinnovative suite
of products andaccelerate overall growth.

AThe combination of Kroll s deep subject mat:t
of knowledge, with our technology and software operating experience, will
continue to help us meet and exceed our client needs, and deepen
our footholdin the Integrated Risk Management market.
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Poll 1: Has your organization conducted
a DORA gap assessment?

A) Yes
B) No
C) I'm Not Sure
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Context and Legal Framework



DORA Regulatory Framework

A The Digital Operational Resilience Act (DORA) was published in the

EU's Official Journal in December 2022 and came into force on Main objectives of DORA :
January 16, 2023.

A DORA aims to improve cybersecurity and operational resilience in the 1) Harmonize Information and

financial services sector, including both a Regulation and a Directive. Communications Technology (ICT) risk
management requirements across Europe.

A The requirements of DORA will be applicable from January 2025.

A Existing directives such as CRD IV, Solvency 2, MiFID 2, and AIFM 2) Ensure all financial industry participants

are being amended to align with DORA. have safeguards against cyber-attacks and
ICT risks.

A Accompanying DORA are regulatory technical standards (RTS),
iImplementing technical standards (ITS), and guidelines (GL):

3) Implement oversight of critical ICT service

First set (published in January 2024): ICT risk management providers, both through financial institutions'
framework, ICT-related incident classification, critical functions by ICT authorization and direct oversight of critical
third-party service providers, and information register template. third parties.

Second set (final reports expected in July 2024): incident reporting
content, timelines, and templates, cost and loss aggregation for
incidents, subcontracting critical functions, and threat-led pen testing.

Resolver.
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Scope & Proportionality

DORA applies to over 22,000 financial entities and ICT service providers within the EU and
those supporting them from outside the EU.

Credit institutions

Electronic money institutions

Investment firms

Insurance and reinsurance undertakings
Asset management companies

Data reporting service providers

Credit rating agencies

o o T» To To Do o I»

ICT third-party service providers

Proportionality is embedded in DORA and in the draft RTS In two ways:

A Exemptions for microenterprises from various requirements of Chapter Il of DORA on ICT
risk management.

A Asimplified ICT risk management framework for small and non-interconnected
iInvestment firms.

Resolver.

A KROLL BUSINESS

Harmonization of rules in the financial
sector:

DORA requirements apply to EU entities, not
non-EU parent entities.

EU subsidiaries of non-EU parent entities
must comply with DORA.

Financial entities and groups can implement
ICT policies leveraging parent-level
strategies, considering local specificities.

Individual financial entities are responsible for
complying with DORA and RTS obligations at
the individual level.




ICT Risk Management
Embed a comprehensive risk management
framework for ICT systems.

ICT Related Incident Reporting
Standardize reporting of ICT related incidents.
Incident management processes and templates
for reporting of incidents.

Digital Operational Resilience Testing
Testing & assurance of technology resiliency
through different techniques & harmonization of
data collected by financial organizations.

Business Resilience

ICT Third - Party Risk

Stricter controls and processes for third-party
risk management and oversight.

Information Sharing
Mechanisms for sharing information on threat
actor activity.

000060
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ICT Risk Management, Resiliency

Testing & Incident Reporting
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ICT Risk Management

Governance, frameworks, policies and procedures

Governance and Organisation ICT Security Policiesand Procedures

V Responsibility of the management body for
implementing and overseeing the operational
resilience strategy

ICT asset management policy and procedure
Data and system security procedure

ICT operations policy and procedure

V' Definition of roles and responsibilities for
overseeing arrangements concluded with ICT third-
party providers

ICT project management policy
ICT change management procedure

ICT-related incident management policy

V' Determination and allocation of budgets ICT business continuity policy

V Independence of IT risk management functions Encryption and cryptographic controls policy

from internal control and audit functions Acquisition, development and maintenance of ICT systems

Physical and environmental security policy
V Assigning the responsibility to a member of senior

management for monitoring critical ICT third party
service providers

Human resources policy
Identity management policy and procedure

, _ _ Access control policy
V' Annual / Change-Driven reviews of the ICT risk

Capacity and performance management procedure
management framework

Vulnerability and patch management procedure

K <K <K K K K KKK KK KKK XKKL

Logging procedure

Resolver.
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Protection

Implementation of sound
network and
infrastructure
management

Implementation of
appropriate mechanisms
and tools for preventive
security of assets

Administration and
control of access rights

Implementation of strong
authentication
mechanisms

Implementation of
controls for managing
changes to assets and
information systems

Resolver.

A KROLL BUSINESS

ICT Risk Management

ICT Systems, Protocols and Tools

Detection &
Reporting

\/ Classification of ICT

supported business
functions, assets and
third-party service
providers, with an
emphasis on Critical and
Important Functions
(CIF)

ICT risk assessments
(cyber threats and ICT
vulnerabilities)

Implementation of
several levels of control,
definition of alert
thresholds and criteria for
triggering IT incident
detection and response
processes

V' Regular pen-testing

V' Incident management
process

V' Business continuity plan
V' Escalation and analysis

V' Implementing ICT-
incident log

V Incident analysis and
Impact assessment

\/ Classification of ICT-
related incidents

V' Reporting of critical
Incidents to national
authorities

Communication &

Learning

\/ Post-incident IT reviews to

Identify improvements to
IT operations

Escalation of findingsto
the management body

Development of IT
security awareness
programs for staff
members

Monitoring technological
developments

Implementation of
communication plans to all
stakeholders internal and
external



Types of Cyber Resiliency Testing

Multiple types of testing techniques are outlined in DORAto ensure the effectiveness of controls.

Vulnerability Scanning

Passive activity designed
to detect known
vulnerabilities typically
unpatched systems, but
also basic
misconfigurations.

Typically done on a regular

cadence, however modern

solutions provide ongoing
scanning.

Resolver.
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TLPT/Red Teaming

A team will be set an objective
and rules of engagement
agreed. The objective could be
to attempt to access a key
system or dataset.

Can also include a physical
security element.

Tabletop Exercises

A scenario-based exercise
where existing processes,
procedures and understanding
are tested.

Increasingly common,
especially for larger
organizations

Should cover executives
and technical resources.




ICT Incident Reporting

Updated And Consolidated Reporting Requirements

A Mandatory reporting of major ICT-related incidents and voluntary
notification of significant cyber threats

A Classification of incidents according to key pre-defined criteria and
materiality thresholds for determining major ICT- related incidents;

Estimation of the aggregated costs/losses, along with other criteria,
caused by major ICT related incidents

A Timelines for incident reporting:

Initial notification: 4 hours from determining the incident is major
but in any event within 24 hours of detecting the incident;

Intermediate notification within 72 hours of classifying the incident
as major; and

Final report no later than 1 month from classifying the incident as
major.

A Harmonization of reporting content and templates

Resolver.
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ICT Third -Party Risk
Management



